INTRODUCTION
"Latent errors or system failures pose the greatest threat to safety in a complex system because they lead to operator errors." 1 Information technology can reduce workload and increase productivity, and can result in fewer errors by automating tasks and monitoring actions. However, studies of accidents have shown that new computerized systems can also affect human problem solving in ways that contribute to accidents. Data overload can result from a computerized system's ability to collect and display data out of proportion to human ability to use it effectively: the 54 displayed data elements probably contributed to the Apollo 13 mission near disaster. 2 Automated actions that are transparent or unknown to the user ("automation surprises") may lead to errors. For example, automation created the conditions for an airplane to fly into a mountain, when the cockpit automation switched flight modes without the pilot's knowledge. 3 Explicit testing of new systems can reveals problems that can be addressed in system redesign without loss of the new core capabilities of the system. For example, a bar code medical administration system, introduced for the purpose of reducing medication error, was found in practice to have important unintended consequences such as unobservable automated actions of the system that created new opportunities for error. 4 Findings such as this emphasize the importance of subjecting new clinical informatics systems to a safety review before the system is fielded, and of monitoring the system in actual use after it has been fielded.
Hypertension Guideline Decision Support System (DSS).
ATHENA * DSS has been developed as part of a project evaluating the implementation of clinical practice guidelines for hypertension. 5 The guideline knowledge in ATHENA DSS is based on widely endorsed national (JNC 6) 6 and VA guidelines. The decision-support component, which makes use of the technology developed in the EON project, 7 has two components: a knowledge base (KB) written in Protege 8 that models the hypertension guidelines, and a guideline interpreter that applies patient data derived from the VA medical record to create patientspecific treatment recommendations consistent with the knowledge in the KB. The EON technology allows for easy review and updating of the KB. 5 The DSS makes recommendations to add, change dose, substitute, or delete drugs on the bases of how well blood pressures are controlled and of comorbid diseases that represent "compelling" (per JNC6) indications (e.g., beta adrenergic receptor antagonists after myocardial infarction), possible indications (thiazides for patients with osteoporosis), possible clinical concerns (beta adrenergic receptor antagonists for patients with depression), and contraindications (beta adrenergic receptor antagonists for patients with asthma.) Each drug recommendation is presented with the rationale for its addition, substitution, dosage change, or deletion, as * Athena in Greek mythology is a symbol of good counsel, prudent restraint, and practical insight. the case may be. Recommendations are displayed in the window of an electronic medical record (EMR) as a pop-up window superimposed on the cover sheet for selected patients at selected times (currently set at VA Palo Alto Health Care System for hypertensives patients during previously scheduled outpatient primary care clinic visits).
Patient Safety in a Decision Support System. Decision support systems can assemble information for easy review, offer advice, and suggest alternatives not immediately apparent to the clinician; however, as new technology, they can also introduce new sources of error. DSSs are intended to improve quality of care, so it is especially important in developing a DSS to attend to safety features. Fox et. al. have described the use of guardian agents in medical decision support, particularly in systems addressing highly toxic drugs such as those used in chemotherapy.
9, 10 Development of such specialized systems to monitor safety is a worthwhile goal. An essential preparatory step is explicit identification of safety issues at the time of guideline modeling and testing, leading to a higher-quality guideline knowledge base.
In this paper, we use a hypertension guideline system, ATHENA DSS, to illustrate the safety precautions in development of a DSS in a disease domain in which the potential safety concerns are not as well specified as they are for oncology. We describe the following: (1) features that meet the standard expectations of medical informatics technology for reducing error; (2) ways in which a DSS can introduce new sources of error; (3) features designed to minimize adverse effect from latent errors by addressing the anticipated problems; and (4) design decisions for human computer interface that minimize the adverse impact of unanticipated errors.
STANDARD SUPPORTS FOR PATIENT SAFETY Standard Expectations of Medical Informatics Systems to Support Patient Safety.
A guideline implementation system has the overriding goal of improving patient care and patient outcomes by encouraging concordance of therapy with evidencebased guidelines. Accordingly, the major expectation is that the system will provide accurate recommendations for management for each patient. Automated clinical informatics systems for guideline implementation are expected in addition to address the following common problems that occur with paper-based charts: difficulty assembling the relevant patient information in order to determine which guideline steps are applicable; difficulty accessing the relevant guideline rule from text guidelines; and failure of clinician to know or recall all potentially relevant patient history such as comorbid diseases or previous drug intolerance.
Leape et. al. conducted a prospective study of medical errors leading to adverse drug events (ADEs) in hospitalized patients. 11 They identified 16 major systems failures as underlying causes of the errors, involving all three steps in pharmaceutical therapy: prescribing, dispensing, and administration of the medication. ATHENA DSS, as a guideline decision support system, is designed to address prescribing. In Leape et. al.'s study, 41% of the preventable ADEs occurred at the physician prescribing stage. The most common systems failure was in the dissemination of drug knowledge, particularly to physicians, accounting for 29% of the errors. Inadequate availability of patient information, such as the results of laboratory tests, was associated with 18% of the errors. Prescribing of a drug for which a known allergy or previous ADE was documented in the chart was another common error. The authors concluded that systems changes to improve dissemination and display of drug and patient data should make errors in the use of drugs less likely.
ATHENA DSS addresses these systems failures: its drug recommendations provide information for physicians about appropriate prescribing, pinpointing the guideline step relevant to the patient's current condition and displaying an explanation with the recommendation; the patient summary feature pulls together the patient information that is relevant to hypertension management, and the explanations for the drug recommendations include a display of allergy/previous ADE information as well as use of this information in the reasoning. In order to avoid recommending guideline-based treatment for patients whose clinical profile does not fit the guideline, for example, patients with renal failure, for whom treatment of hypertension may differ substantially, ATHENA DSS allows for exclusion criteria based on specified patient data.
NEW SOURCES OF POTENTIAL ERROR
In review of the literature and discussion with potential users, we identified the following potential sources of error or harm in drug recommendations: (a) potential harms due to medication withdrawal; (a) missing data leading to recommendation of a contraindicated drug; (b) potential interaction of the recommended drug with another drug prescribed for the patient; For drugs that may be discontinued as a result of such substitution, we have considered the potential harms of medication withdrawal and have included relevant warning messages. For example, calcium channel receptor antagonists prescribed for hypertension may also have an anti-anginal effect; in some patients, symptoms of angina may be masked and consequently developing coronary artery disease made silent by the use of these drugs. When we recommend substituting away from these drugs, we provide a warning to observe the patient for development of chest pain. Missing Data. EMRs are not necessarily complete. In some instances, the DSS can recognize that data are missing. For example, if the program uses "creatinine greater than 2.5" as an exclusion for some actions, but there is no creatinine recorded in the laboratory data of the EMR, then the DSS can recognize that creatinine is a missing value (without necessarily drawing any conclusions about whether or not such data should be part of the medical record.) In other instances, there is no way to know if information is missing or not. For example, if the EMR has a list of diagnoses for an individual patient, the DSS does not have a way to recognize whether or not the list is complete. Systems based on EMR patient data must allow for the possibility that the EMR data are incomplete. ATHENA DSS addresses this by including a list of the assumptions on which the recommendations are based. It also encourages maintenance of accurate medical records by including reminders about updating the problem lists so that all clinicians caring for the patient have access to as complete information as possible.
Drug-Drug Interaction. Clinician-users may assume that an automated system takes account of drug-drug interactions before making a recommendation. However, drug-drug interaction programs for the entire drug profile of the patient would often generate multiple messages about minor problems, and could lead to data overload for the clinician. We have designed ATHENA DSS to issue a warning for major interactions of antihypertensives with other drugs. The clinical context for our initial implementation of ATHENA DSS is a health care system in which all drug prescriptions are subject to a drug-drug interaction program run by the Pharmacy before the prescription is filled which provides an additional safety mechanism.
Inaccuracies in Program Inputs or Reasoning.
Thorough testing of a system before fielding for clinical use is fundamental to patient safety. 9, 10 We have conducted formalized offline testing, described elsewhere 13 in preparation for a randomized controlled clinical trial.
Allowing Clinicians to Set the Priorities. For some patient encounters, management of hypertension is not the medical priority. For example, if a patient arrives at clinic with an acute injury, blood pressure measurements may be elevated due to pain, and decisions about the patient's long-term hypertension management should appropriately be taken up at a future visit. In such a case, it should be easy for the clinician to bypass the hypertension guideline system. In other cases, a patient may have chronic medical problems of overriding concern that make management of hypertension a low priority: for example, for patients with advanced dementia or with advanced cancer. In these cases, the clinician should have the option of removing the patient from the hypertension guideline system. We have designed our system to allow for removal of a particular patient at the request of the clinician.
Knowledge Gaps in the Clinician-Users. A DSS provides advice and support to clinicians, but depends on the knowledge and judgment of the clinicians who make the final decisions about patient care: a DSS cannot incorporate all of medical training. Nevertheless, the safety review of the DSS can anticipate some problems that are likely to arise in response to recommendations made by the system. Here are two examples: (1) In accordance with JNC 6 and VA hypertension guidelines, ATHENA DSS recommends use of thiazide diuretics as first line drugs for many patients and as part of a multi-drug regimen for most patients. Thiazide diuretics were among the first drugs available for treatment of hypertension, and were used in many of the early studies showing the benefit of lowering blood pressure. Early studies with these drugs used doses that are now recognized as unnecessarily high for most patients. Many more recently graduated clinicians have been taught extensively about newer drugs such as L-type calcium channel antagonists and are less familiar with dosing of thiazide diuretics; many clinicians who graduated 15-30 years ago became familiar with these drugs when much higher doses were in vogue. We noted in reviewing drug use at our institution that some clinicians were prescribing thiazides at inappropriately high doses that are associated with development of hypokalemia. We realized that by encouraging use of this drug class, we could inadvertently contribute to an increased rate of hypokalemia if we did not simultaneously provide cautions about dose. Accordingly, when ATHENA DSS recommends use of a thiazide diuretic, an advisory is provided about dose (Figure 2) . (2) When a patient has an indication for use of a beta adrenergic receptor antagonist, for example, after a myocardial infarction, the DSS may recommend substitution of one of these drugs for a calcium channel receptor antagonist. One drug may require titration of dose downward as the other drug is started. However, it would not be advisable to coprescribe some calcium channel antagonists (for example verapamil) with a beta receptor antagonist, because of the risk of heart block. We can anticipate that recommendations to make this substitution will potentially increase the chances that these drugs would be prescribed together. Anticipating this scenario, we can create an appropriate warning message. The number of such warnings, with the potential for overload (see below), must be balanced against the gravity of the concern.
Avoiding False Expectations. Clinician-users of an automated system typically bring to it some assumptions about automated systems that may be very different from those of the developers. Clinicians may, as above, assume that the system will perform functions, such as analysis of drug-drug interactions, that the system was not designed to do. They may also assume that the system will take actions, such as entering into the medical record any information entered onto the pop-up window screen, which the system is not designed to do at the present time. For example, if the system includes an option, for research purposes, for the clinician to enter a reason for not electing to follow a recommendation, the clinician may assume either that this information will be entered into the medical record or that it will be included in future reasoning by the DSS. Conversely, clinicians may not understand automatic actions that the system does take. Addressing false expectations requires a combination of training in use of the DSS and the use of appropriate warning messages and comments. For example, if a clinician enters a patient's past failure to respond to a drug as a reason for not prescribing the drug, a reminder can be given that this information should be entered into the medical record.
An incomplete KB or use of simplifying assumptions can make a DSS "brittle," meaning that it can provide an erroneous recommendation for cases that it was not designed to handle. ATHENA DSS uses exclusion criteria to exclude cases not covered in the KB.
Potential for Data Overload. Clinicians are increasingly bombarded with guideline requirements and reminders. In addition, new EMRs provide access to an amount of information that clinicians can find challenging to assimilate in the time available for clinic, for example: alerts about laboratory results, chart documentation requiring signature, patients who have been admitted to the hospital, and other important clinical matters, and clinical reminders computed for each patient record that is opened. Inevitably, clinicians become selective in their attention to data elements displayed on the screen.
Our approach to design of our user interface has been to call attention to our recommendations window in an attractive way by using color and layout, and at the same time allow the clinician easy escape from the window. Our long-term goal with respect to decreasing data overload is to incorporate as many guidelines as possible for each patient into one coordinated set of recommendations.
ADDRESSING UNANTICIPATED ERRORS
Post-Fielding Surveillance. Fox and colleagues have described a knowledge-content lifecycle for electronic clinical guidelines. 10 Despite the best efforts to anticipate and address safety issues, it is inevitable that new safety concerns will come to light as the system is fielded for wide use, including clinicians who use the system in ways unanticipated by the developers. We are including several components of our overall program to address this likelihood. Training in use of the system includes encouragement to report problems, including safety issues. The system design facilitates this by including a box for entry of free-text comments in the pop-up window. We also plan to email a reminder message about the system every three months, and to include in the message contact information for the system coordinator in order to facilitate reporting. Finally, our evaluation of the system will include analysis of the drug profiles to assess development of any adverse prescribing practices. Taken together, these mechanisms gather information as it becomes available after the system is fielded--in other words, "post-fielding surveillance."
CONCLUSION
Guideline DSSs should be assessed specifically for safety features. Potential sources of harm or error should be anticipated and addressed. A KB that is easily reviewed and updated by clinicians greatly facilitates the safety review process.
